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McGraw-Hill Education - Europe, United States, 2013. Paperback. Book Condition: New. 2nd Revised edition. 229
x 185 mm. Language: English . Brand New Book. This thorough update to the most authoritative volume
available on network security covers the latest security standards and regulations. Network Security: The
Complete Reference, Second Edition guides security practitioners through how to plan, implement, and
maintain a secure network, protect confidential information, and ensure corporate networks are in compliance
with the latest regulations. The book covers essential standards, such as ISO 27001, CoBIT, and SAS 70.
Important legal regulations (and their context and relevance), such as Sarbanes-Oxley (SOX), SB 1386, SB 1841,
FFIEC, Gramm-Leach-Bliley (GLB), and HIPAA are highlighted throughout where their relevance intersects with
topics--enhancing this edition s value and practicality. This authoritative volume includes contributions from
30+ technical experts and leaders in the security industry. New chapters have been added on VoIP security,
controlling application behavior, and operational security. The chapters covering system security, planning
and response, and standards compliance have been extensively revised. The 37 chapters are divided into six
parts. Part 1 covers the elements of network security foundations including policies, organization, and defense
models. Part II covers access control, including security management, operational security, and data security.
Part III gets into key network security aspects, including firewalls, virtual private networks, wireless security,
VoIP security, and more. Part IV explains system security, focusing on security models, UNIX, Linux, and
Windows Security. Part V covers application security, including J2EE, Windows .NET, database security, writing
secure soKware, and more. Part VI explains planning and response, including disaster recovery, attacks and
countermeasures, incident response, as well as legal, regulatory, and standards compliance. Network Security:
The Complete Reference, Second Edition Now presents essential security standards and regulation information
paired with related topics throughout the book, greatly...
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